THE INVENTION CLAIMED IS: 



computer-implemented method o'f secure installatiorroj vendor's 
sol^are patches on client's systems, comprisifTg^thg'steps of: 

• determining which of said software patches should be applied to 
said client's systems 

• collecting said software patches from said vendors by downloading 
them frbm said vendor's ftp sites 

• distribunng said software patches to said client's systems 

• installing siaid software patches 

The computer-implemented method of secure installation of vendor's 
software patches on client's systems of claim 1, include steps of: 

• determining which software patches should be applied to said 
client's systems 

• collecting said software patches from said vendors by downloading 
them from sajd vgfidor's ftp sites 

• distributing sa^|^ software patches to said client's systems 
Interpreting w][{^ch files will be af^cted by the installation of said 
software pat< 

interpreting which directories will be affected by the installation of 
said software ; 

installing said softwaVe patches 



The computer-implemented method of secure installation of vendor's 
software patches on client's systems of claim 1, include steps of: 

• determining which software patches should be applied to said 
client's systems 

• collecting\said software patches from said vendors by downloading 
them frorri said vendor's ftp site 

• distributing said software patches to said client's systems 

• interpreting which files and directories will be affected by the 
installation of said software patches 

• interpreting how much memory and disk space is needed to install 
software upgrades and installing said software patches 

The computer-implemented method of secure installation of vendor's 
software patches i)n client's systems of claim 1, include steps of: 
determining wld^h software patches ^^hould be applied to said 
client's systems 

• collecting said softvJtare patches from said vendors by downloading 
them from said vendor's ftp sites 

• distributing said software patches to paid client's systems 

• interpreting the operating system type, version and architecture 
said software patches apply to 

• interpreting which files and directories will be affected by the 



• interpreting how much memory and disk space is needed to install 
said software patches 

• interpreting dependencies on other layered products 

• installing said software patches 

5. The computer-implemented method of secure installation of vendor's 
software patches on client's systems of claim 1, include steps of: 

• determirung Which software patches should be or should have been 
applied to sai^ client's syster 

• collecting said^oftware p^ches from said vendors by downloading 

^£ them from said yendor y ftp sites 

P 

i'U • distributing said^oftv/are patches to said client's systems 

:! • interpreting the operating system type, version and architecture 

\/ 

Ivy said software patches apply to 

m 

Q • interpreting which Ales and directories^ affected by the 



installation of said software ppd(es 
interpreting how much memory and disk space is needed to install 
said software patches 

interpreting dependencie^s on other layered products 
installing said software patches 

backing-out said software pa^^es that have been applied to said 
client's systems 
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6. \ A computer-implemented method of secure distribution of vendor's 

upgrades and patches to client's systems, comprising: 

• \deternuning which of vendor's upgrades and patches have been 

ajjplied to client's systems 

• derermining which said software upgrades and patches should be 
or should have been applied to said clients systems 

7. The computer-implemented method of secure distribution of vendor's 
upgrades and patches of claim 6, include: 

• collection of said patches and upgrades from said vendor's and 
downloaaing said patches and upgrades to client systems 

8. The computer-implementedmetii^ of secure distribution of vendor's 

upgrades and piatches m claim 7, include the step of: 

• interpreting meyoperating system type 

9. The computer-implemented method of secure distribution of vendor's 

upgrades and parches of claim 7, include the^tep of: 

• interpreting the operating system yei^ion 

10. The computer-imphmiented mett^eJa of secure distribution of vendor's 
upgrades and patches o£ claim 7, include the step of: 

• interpreting the operating system architecture the patch applies to 

11. The computer-implemented method of secure distribution of vendor's 
upgrades and patches of claim 7, include the step of: 
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• determining how much memory is needed to install said patch and 
upgrades 

12. The computer-implemented method of secure distribution of vendor's 
upgradesland patches of claim 7, include the step of: 

• determining how dependencies on other layered products affect 
the installation of said patches and upgrades 

13. The computer-implemented method of secure distribution of vendor's 
upgrades andpatches of claim 7, include the step of: 



• determirung how 



lehcies on other patches, or software 



upgrades affi^ct ^e installation of a patch 

14. The computer-in?fe)lemented method of secure distribution of vendor's 
upgrades and pataies of claim 7, include the step of : 

• determining how dependencies on other ^mtware upgrades affect 
the installs 

15. The computer-if^lem^nted meihdd of secure distribution of vendor's 
upgrades and patches ofyclaim 7, include the step of: 

• determining which files will be affected by the installation of a 
patch 

16. The computer-implemented\method of secure distribution of vendor's 
upgrades and patches of claim 7, include the step of: 

• determining which directonjes will be affected by the installation of 
a patch 
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17. The computer-im^OTiented method of secure distribution of vendor's 
upgrades and patches of claim 7, include the step of: 
• Checking the permissions anjd^wnership of the files referenced in 
the patch ais^ensurii^^ the system software is authentic 



